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1 Introduction

Under JNET Policy and Procedure every county or agency that desires to use JNET to gain
access to Computerized Criminal History Record Information (CCHRI) through CLEAN must
designate an individual as a JNET Terminal Agency Coordinator (JTAC). Under the new
automated registration, all JTAC’s will have the ability to approve or deny a JNET user within
their agency/department for Criminal History (CH) access via the computer using JNET'’s
secure infrastructure.

2 JTAC Role

Every County, State and Federal Agency is required to have a JTAC. This person is known
as the JTAC Administrator. The JTAC is the Agency point of contact concerning all criminal
history information accessed by JNET CH users.

JTAC Administrators, also known as Level 20 JTACs, are responsible for administering and
managing CLEAN certification with respect to JNET CH users in their County or Agency.
Approvals and denials are managed via the JTAC User Interface (JTAC Ul).

Assistant JTACs, Level 10 JTACs, are individuals designated and trained within an agency or
subunit. The Assistant JTAC supports the JTAC Administrator and is authorized to perform
the same duties and functions as the Level 20 JTAC.

Through the JTAC Ul, the JTAC can view and manage roles of every user within that
county/agency. Level 10 JTACs can only view Criminal History users within their
department. Level 20 JTACs can view all Criminal History users within the County or
State/Federal agency.

County A
Level 20 ITAC

District Attorney Shenff Dept Children & Youth Police Dept A
Level 10 ITAC Level 10 ITAC Level 10 ITAC Level 10 ITAC

Police Dept B

Level 10 ITAC

Figure 1 - JTAC Hierarchy

2.1 Accessing the JTAC Dashboard

You can access your dashboard directly from JNET Portal or from within any email
notification. To access from the JNET Portal, click on Administration Tools - JNET User
Provisioning System.
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Site Map

| --search INET-- |

Figure 2 — JNET User Provisioning System

2.1.1 JTAC Agreement Form

In order to access the System, all JTACs must digitally sign a JTAC Agreement Form upon
initial entry of the application. When you sign this form, you agree to abide by the
requirements set forth by JNET Management.
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JNET JTAC Usage Terms And Conditions

You have attempted to access a section of JNET which requires that vou first agree to and digitally sign the displayed form before proceeding.

IINET Terminal Agency Coordinator (JTAC) User Role Terms and Conditions The JTAC Agreement (Agreement) is entered into by and between the ~
Commonwealth of Pennsvlvania {Commenwealth) and the individual whose name appears on the JTAC signature line on page two of this Agreement and is
effective as of the first date first mentioned next to the JTAC's signature on page two. This Agreement includes a listing of the JTAC Terms and Conditions and
ithe JTAC User Role Request Form. By signing the agreement. the JTAC agrees to abide by the terms and conditions. as well as. Federal. Commonwealth,
Agency or local security policies, laws, directives, regulations and'or orders. As a JTAC, you shall:

Keep this Agreement for vour records.

Obtain authorization and complete all required JTAC training.

Comply with JNET policies, procedures, and standards.

Verify that each criminal history applicant belongs to a criminal justice agency as is defined in Pennsylvania Consolidated Statutes, Title 18 Crimes and
Offenses, Chapter 91 - Criminal History Record Information.

Lot nrasides criminal hictor: a to 3 ncer 1l thas halong tn a criminal mstice agenct: and hase heen trained and cortifiad in accardan sith st

ko=

I}

Click Here to download JTAC Security Agreement document.

[TAgree | [ IDONOT Agree | [ Cancel |

Content Provided by: INET Project Office ‘&- & Update Schedule: As Needed
Webmaster: TNET Webmaster Last Modified: 02/12/2010
)

Allinformation provided is for authorized INET users only
£ 1998-200% Pennsvlvania Justice Network. All ights reserved.

Figure 3 - JTAC Agreement Form

Read the Terms and Conditions and click the “I Agree” button to continue. Clicking the “I
DO NOT Agree” or the “Cancel” buttons will exit you from the application.

Note: After signing the form, you will need to close all internet browsers and
log in again. If you are also a Sponsor and/or Registrar, you will need to repeat
this process for each role.

=

2.2 JTAC Dashboard

The JTAC dashboard is where you will go to view all your tasks or request from JNET users.
The dashboard is also where you can make requests and view your own profile as well.
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‘Welcome agency jtac

Identity Self-Sendce Requests & Approvals Roles Logout Help

Information Management -3
Detail 2
My Profile a8 _ 0O

i / Edit Your Information
agency jtac
Full Mame: agency sponsor
Title: ITAC
Department: OFFICE
Email Address: myname @mydepartment.com

Telephone Mumber: 717-555-5555

Figure 4 — JTAC Dashboard

At the top of the dashboard is a menu bar: Identity Self Service, Requests & Approvals,
Roles, Logout and Help.

e ldentity Self Service: This window will display your user profile. It will list your
Sponsor, department address, your email and telephone number. You can update
your agency address, email and phone number at any time by clicking on Edit Your
Information.

e Requests & Approvals: This tab allows you to view your tasks, request additional
JNET resources, and review the status of those requests. We will discuss this section
in more detail.

e Roles: The Roles tab allows you to view your current level of access in JNET as well
as other applications you have been granted permission to access by your sponsor.
Each role assignment shows the effective date (the date you were granted
permission) and the expiration date. The expiration date is only displayed for those
applications that require recertification, like Criminal History; otherwise this field will
be blank.

2.3 Viewing Your Profile

When the dashboard opens you will see your profile on the Identity Self Service Tab. This
tab will show your full name, title, department, sponsor, email address and phone number.
You can use this screen to update your profile information at any time. To update your
information, click on the Edit Your Information link.

In the new window, enter or update your information. When you are done, click the Save
Changes button located at the bottom of the screen.
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‘Welcome agency ‘

Identity Self-Service
Information Management o3

My Profile

Detail

Edit User

* - indicates required.

Attribute

First Name:*

Middle Name:

Last Name:*

Suffix:

Employee Mumber:

Office Street Address:

Office City:

State:

Zip Code:

Email Address:*

Telephone Mumber:

Extension:

FAX:

Cell Phone:

Pager:

penhsylvania

JUSTICE NETWORK

Save Changes Cancel

Requests & Approvals Roles Logout Help

Value

|nﬁms

|lastnﬁm&

I

|mfn ame@mydepartment.com

|ri7-755-7558

User Provisioning System

78 _ 0O

Figure 5 - Edit Profile

After your changes are saved, the Cancel button will change to a Return button. Click the
Return button go back to the Identity Self Service Tab.
Confidential Page 5 04/08/2010
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3 Criminal History Access Requests

The Requests & Approvals Tab will show you any Criminal History (CH) requests made by a
JNET user which has been approved by their sponsor. This section will cover how to
approve a request for Criminal History access.

3.1 Requesting Criminal History Access

In order for an individual to request Criminal History access, they must already have access
to JNET. All users should go through an automated process to request this role.

After a user has access to JNET and determines they need Criminal History access, the user
must take the following steps:

e Complete the JNET Criminal History training (on-line through the Learning
Management System (LMS) or an Instructor-Led training) or

e Complete the PSP CLEAN training and
e Request approval from their Sponsor.

Upon sponsor approval, you will receive a notification. The notification will tell you who is
making the request and have a link embedded that will take you to the application to view
the details of the request. From there you will be able to approve or deny the request.

From: ra-jnetoperationns@state.pa.us [mailo ra-jnetoperationns@state. pa.us]
Sent: Tuesday, Decernber 22, 2009 9:39 AM

To: JTAC, County

Subject: Mew JNET Role Request

A new JNET prowisioning request has been subrmitted that requires your approwal
Eequest name: 2009-12-22 09:37:12 - Criminal History Users Approval
Submitted by: WNew zer

Eecipient: County Jtac

Please click here to log mto the JNET Uzer Prowvisioning System to review the details of this request.

IEyou have any questions, please contact the JNET Help Desk at ra-jnethelp desla@state. paus or 1-877-327-2465.

Please do not reply to this emaitl as it 1= generated from an un-momtored account

Figure 6 - JTAC Notification

Click on the link in the email notification to access the User Provisioning System. You may
also access the System directly from JNET Portal - Administration Tools.
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3.2 Requests & Approvals

To view new requests, click on the Requests & Approvals tab. Your menu options on the
right side of your screen will change. This tab will allow you to view your tasks, request new
resources (JNET applications) and view the status of your requests.

\){Q Note: The Request Resources link is a function every JNET user has, which
= allows you to request additional applications (or entitlements) within JNET. To
" learn more, read the Auto Registration and User Provisioning System guide.

In the center of your screen you will see high level information regarding new requests
waiting for your review and approval. The information includes the date and time of the
request and the timeout value. The timeout value is the amount of time the system gives
you to approve or deny the request before a notification is escalated to the County Sponsor
or the JNET Office.

i
‘7? pennSYlvania User Provisioning System

JUSTICE NETWORK

T T Roles Logout  Help

My Tasks

‘Welcome agency jtac

»

My Work
My Tasks
Request Resource Click on the task to view its details.

My Requests

My Settings Task Request Recipient Type Claimed Timeout Priority

Enter Proxy Mode JTAC 2009-12-22 09:47:12 - Criminal History Users New A R 0 Days 0 Hours 56
§ / User i

Edit Availability Approval Approval T Minutes

1-1af1

My Proxy Assignments

My Delegate Assignments
Refresh

Figure 7 - My Tasks

3.3 Request Timeouts

Every request is given a timestamp. This ensures that all requests are reviewed within a
timely fashion. The normal timeout for any request is 15 days. As an agency JTAC you
have 15 days to respond to a user’s request for new resources. If for some reason you do
not respond, the request is escalated to the County JTAC who would then contact you to
offer assistance should you require it. Ultimately the responsibility to approve or deny a
user would start at the agency level.

3.4 Claim the Request

In order to respond to a request, you must first claim it. Claiming the request allows you to
take action on the request. To claim, click on the JTAC Approval link within the window.
The task will open and display detail information about the request.

By claiming the task, the system gives you the authority to approve or deny the request. All
requests are handled using the same procedure. Claim the request, review and verify the
information, attest the information is correct and then approve or deny the request.
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Welcome agency jtac

Identity Self-Service Requests & Approvals Rales Logout Help
My Work A
My Tasks
My Tasks
Request Resource Task Detail

My Requests
My Settings

* - indicates required.

Enter Proxy Mode

Edit Availability Request: 2009-12-22 09:47:25 - Criminal History Users approval Recipient:  Mew A User
My Proxy Assignments Requested By:  Mew A Task: JTAC approval JTAC
My Delegate Assi ts : oo 5 3 1
¥ Lelegate fssignmen In Queue since: 09:37:12 Fm Timeout on: 55:15 PM C|a|m
Assigned To: ﬁ agency jtac Claimed By:
Claim I Release I Reassign Print Form | Back
Form Detail
JTAC Role Approval
Please select the botton to approve or deny this request.
Request Mumber: 37e7826%168244ba%94401084%db3a7dT
Rale: Criminal History Users CurrentStatus: Processing
Recipient: Agency Jtac
Department: Central Office Location:
Soc. Sec. No.: * Date of Birth: * E
Appllcant ﬁ CLEAN Expiration: *
Information Agency ORl: *
CLEAN: 2l is JNET Criminal Hi
ation expiration date above is a o years from the CLEAN exam date).
Fingerprints: * 11 confirm tha vidual has been fingerprinted in compliance
Criminal History: * [T confirm that | have completed a criminal background check on the above recipient and
there are no vialation LEAN ve regulations
or the JTAC manual that would prohibit
Comment: =]
El
Attestation: *
D\ am affirming tha
the policies and proce:
[ Yiew Comment History ]
. B |

Figure 8 - Request Details

At the top of the form, click the Claim button to take ownership of the request. You will
notice that the status of the request will change to show the request has been claimed by
you.
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Welcome agency jtac

Identity Self-Service Requests & Approvals Roles Logout Help
My Work P
My Tasks
My Tasks
Request Resource Task Detail

My Requests o
* - indicates required.
My Settings
Enter Proxy Mode
Edit Availability Request: 2009-12-22 09:47:25 - Criminal History Users Approval Recipient:  New A User

My Proxy Assignments Requested By:  Mew A User Task: JTAC Approval

My Delezate Assignments

In Queue since: 12/22/2009 09:37:12 PM Timeout on: 012272010 03:55:15 FM

Assigned To: - agency jtac Claimed By: () agency ftac <

CIaimI Release I Reassian Print Form I Back

Form Detail

JTAC Role Approval
Please select the botton to approve or deny this request.
Request Number: 37e78a69168a44ba%4d010809db3a7d7

with CLEAN Administra gulations and JNET Palicies and Procedures.

Criminal History: a criminal background check on the above recipient and
CLEAN administrative regulations

or the JTAC manual that would prohibit access to CHRI.

Comment:

Attestation: * By appraving this
is true and accurately refl
I am affirming that the
the policies and procedures of the Pe

= best of my knowisdgs, the above information

e of this approval.

[ Yiew Comment History ]

—
‘rg pennsylvania User Provisioning System

Role: Criminal History Users CurrentStatus: Processing
Recipient: Agency Jtac
Department: Central Office Location: 1101 5. Front 5t.
Suite 5400
Soc. Sec. No.o ® 111-22-3333 Date of Birth: ~ 0z2/02/1985 @
CLEAM Cert. Date: *|08/242008 i) CLEAN Expiration: *
Agency ORI: =
CLEAN: I certify that this individual is JNET Criminal Histery or PSP CLEAN certified and that
the CLEAN certification expiration date above is accurate (two years from the CLEAN exam date).
Fingerprints: I confirm that this individual has been fingerprinted in cempliance

Claimed by
you

Figure 9 - Request Claimed & Approved

In the Form Details you can review the applicant’s information, enter notes and
approve/deny the request. Since this is a request for criminal history, the user has already
entered in their social security number, date of birth and training certification date. As the

JTAC, you will need to do the following before approving the request:

e Enter the user’s JNET derivative ORI,

e Verify the user’s DOB, SSN and training,
e Confirm the user has been fingerprinted,
e Complete a criminal background check.

Confidential Page 9

04/08/2010



o JNET Automated Registration &
‘# pennsylvanla User Provisioning System

JUSTICE NETWORK JTAC User Guide

3.5 Attestation

The final step for the approval process is to attest to the request. This is considered your
digital signature and your assurance that all INET policies and procedures have been
followed.

Place a check in the box by clicking inside the box to confirm that the information has been
verified. You can also add any notes in the comments box if you desire. These notes are
stored in the audit database and can be viewed by you only. Once you are done, click
Approve.

If for any reason a user is denied CH access, comments should always be entered. For
reasons to deny a user access, please refer to your JTAC manual. Click Deny to deny the
user’s access.

Upon approval or denial, you will receive a confirmation page and then be allowed to go
back to your tasks to view any remaining requests or exit the application.

"R
l -
pennsy vania User Provisioning System
Welcome agency jtac JUSTICE NETWORK
ldentity Self-Service Requests & Approvals Roles Logout Help
My Wark F3
My Tasks
My Tasks
Request Resource Submission was successful.
My Requests
My Settings Action: Approve
Enter Proxy Maode Request: 2009-12-22 15:11:25 - Criminal History Users Approval
Edit Availability Recipient(s): Mew User
My Proxy Assignments Task: JTAC Approval

My Delegate Assicnments

Back to My Tasks |

Figure 10 - Request Approved

4 JTAC Administrative Tools

The JNET User Provisioning System includes tools that give you the ability to manage your
Criminal History users. Level 20 JTACs will be able to view and manage all CH users within
the County or State/Federal Agency. Level 10 JTACs will only be able to view and manage
those users within their department.

To access the JTAC Ul, login to the JNET User Provisioning System and click on the
Requests & Approvals tab > My Requests. You will see four links available to you:

e JNET Application Access Request: This link is available to all INET Users. It allows
a user to request access additional resources and roles.

e JTAC Administration: This link will allow level 10/20 JTACs to manage Criminal
History user’s certifications and roles within their county/agency.

Confidential Page 10 04/08/2010
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o Re-Certification CH Role: This link is available to all Criminal History users. After
a user passes the CLEAN recertification exam, the user will use this link to request
recertification from the JTAC.

e View My Location: This link is available to all INET users after the migration
process. View my location will allows user to correctly identify and set their agency
after the migration process. This will ensure all their requests are routed to the
appropriate Sponsor, Registrar and JTAC.

" Resource List f‘“’h - B | s v Page ~ Safety -+ Tooks - d
jtete]
l .
pennsy vania User Provisioning System
Welcome agency jtac JUSTICE NETWORK
Identity Self-Service Requests & Approvals Roles Logout Help
My Wark Py
Request Resource
My Tasks
Request Resource Step 2 of 3: Select the resource from the list.
My Requests
My Settings Type of o
Resource Request Description
JNET Application Access Agency Request a Role that provides access to JNET Application Resources
Request
JTAC Administration Accounts The JTAC Administration tool allows authorized JTAC's to view and manage criminal history roles of every user within
their county/agency.
Re-Certification CH Role Agency Re-Certification of Criminal History Role
View My Location Accounts Self Assignment of User's Job Location
1-40f4

Figure 11 - Request Resource Links

4.1 JTAC Administration

The JTAC Administration function is the JTAC User Interface (Ul). It will allow you to
manage user’s roles. As a JTAC, you will be able to downgrade a user security clearance
role from Criminal History to any of the following roles:

e Criminal Justice
¢ Non-Criminal Justice
¢ None

To access the tool, click JTAC Administration from the Requests & Approvals tab >
Request Resource.

Confidential Page 11 04/08/2010
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*I* Resource Request G- 8 | pm v Page - Safety - Toos - @

JUSTICE NETWORK

“r pennsylvam'a User Provisioning System

Welcome county jtac
Identity Self-Service Requests & Approvals Roles Logout Help
My Work A
My Tasks

Request Resource

Request Resource Step 3 of 3: Confirm and complete resource request.

b o -
My Requests - indicates required.

My Settings

Resource: JTAC Administration
Enter
ipient: ty jt:
Edit Availability Recipient county Jrac
My s Type of Request: Accounts
My Delegate Assignments Description: The JTAC Administration tool allows authorized JTAC's to view and manage criminal history roles of every user within their county/agency.
Form Detail
Recipient:
Current Security Role:
ORIz {PAXGOCOK):

SSN: (OOCH0EI000K):
DOB: (MM/DD/YYYY):
Downgrade to Role: v

Motes:

Figure 12 - NEW JTAC Ul

41.1 Downgrading Users

To downgrade, search for the user by clicking the magnifier located at the end of the
Recipient field. A small window will open.

Form Detail
Recipient:
Current Security Role:
ORIz (PAXICOOK): Search object list: (Example: A%, Lar®, *r)
SSM: OOE-0000K): - ~
First Name | » |*a* % Search
DOB: (MM/DD/YYYY): .
Maximum rows per page | 10
Downgrade to Role: First Last
Name MName Department ORI Location Organization User ID
Notes: chad saturday Adult Probation 12345678 Tioga chad.saturda
chad friday Adult Probation Tioga chad.friday
Cracker Jack
Dan Druff
Douglas  Furr
Donda Driver  Adult Probation Tioga honda.crv
Large Mac
Liam Tesser  Adult Probation Ticga Liam.Teszer
Maredsous Jonsor
Samuel Adams  Adult Probation Ticga Samuel.Adan|
1-100of 21 = =
MNext Last

Figure 13 - Person Lookup

By default the window asks for the First Name of the user, however you can also search by
Last Name, Department, ORI, Location, Organization or User ID. To select one of these
options, click the drop down menu and choose the desired search criteria. If you are not

Confidential Page 12 04/08/2010
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sure how to spell a name, you can use the “*” as a wildcard. Click on the name of the
person you wish to manage. The user’s information will populate the fields. Choose the role
you want to downgrade and click Submit to make the changes.

“J* Resource Request fhi - B | pm v Page~ Safety = Took v @@

Wetcoms county jtac WA svstice neTwonk

Identity Self-Service Requests & Approvals Rales Losout Help
My Work E
My Tasks

Request Resource

Request Resource Step 3 of 3: Confirm and complete resource request.

My Requests - indicates required.

My Settings

Resource: JTAC Administration
Enter Proxy Mode

ipient: ty jt:
Edit Availability Recipient: countytee

Type of Request: Accounts

Description: The JTAC Administration tool allows authorized JTAC's to view and manage criminal history roles of every user within their county/agency.

Form Detail

Recipient: chad saturday al
Current Security Role:|Criminal History Users

ORI (PAKGGOCN): 12345678

SN (O0CIO0K): |195-52-1234

DOB: (MM/DD/YYYY): (121121871

Downgrade to Role: v

Notes:
Criminal Justice User

Nang

Figure 14 — User Downgrade

information (ORI, SSN, or DOB) without downgrading the user. To achieve this

\){Q Note: In the JTAC Ul you also have the ability to update or correct a user’s
—— function, leave the Downgrade to Role field should blank.

4.1.2 User Reinstatement

If a user needs to be reinstated, you will need to remove the role of “None” and add the
appropriate role. For example, if the user works for a Criminal Justice agency, you should
assign the role of cj user. Likewise, if the user works for a Non-Criminal Justice agency,
then non-cj user should be assigned.

If the user requires Criminal or PA Criminal History, the user must go through the process of
requesting the role. As the JTAC, you are required to verify the users CLEAN certification
date and run another background check. If the user’s certification is expiring in 90 days or
less, the user should re-certify before approving their access. If you have additional
questions on reinstatement, please contact your MTAC at the JNET Office.

4.1.2.1 Removing and Assigning Roles

As a JTAC you also have the entitlement of “Role Manager”. Role management gives you the
ability to manage your user’s security clearances. You can view, add and remove a security
clearance. The options are selectable by Role and User. The Group and Container options
are restricted and are only accessible to the JNET Role Module Administrator.

Because you are a Role Manager, you will be able to see all roles within the system for your
county/agency; however you are only authorized to manage Criminal History users for
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purpose of downgrading and reinstating. Any other usage would be a violation of policy and
you may be subject to termination of access by the JNET MTAC.

To reinstate a user, click on the Roles tab in the User Provisioning System. By default the
system will automatically show all of your roles.

I My Role Assignments
gl

pennsylvania

Welcome county ju JUSTICE NETWORK
Wentity Self-Lonice Rrquests & Approvals Rolos

My Eoles &
_ My Roles

My Roles

Fole Assignments

Assignment

Bl ... JTAC Users

B ... Role Manager

B Criminal Justice User
EH PennDOT Photos Users

B Tioga JTAC
B3 ... Ti

118 Main &

AC - Adult Probation

B ... Tioga JTAC - Children and
fouth - 1873 Shumway Hill Road
B ... Tioga JTAC - Clerk of Courts -
116 Main Str
.

ioga JTAC - County
Detectives - 118 Main Street

ioga JTAC - DA Office Main -
118 Main Str

EH ... Tiega JTAC - Domistic
Relations - 118 Main Street

K | mn - Page Soetyr Took e+ i~
User Provisioning System
Logout  Help
Filtor by:  Assignment: Source: [7) Direct [ indirect  [Filter | [Reset
wacimum rows per page | 25
Source Cffective Date Expiration Date Status
28 membership in Group AllJTACS  01/21/2010 ¥ Provisioned
& membership in Group All JTACS 0172172010 ¥ Pravisioned
BB Direct Assignment 0572712009 ¥ Provisioned
Bapiract Astignmant 0572712009 V¥ orovishoned
PDirect Assignment 08/11/200% ¥ Provishoned
510 Membership in Rede Tioga JTAC  06/11/2009 W rovisioned
Bl membership in Role Thoga JTAC  06/11/200% ¥ Pravisioned
50 Membership in Role Tioga JTAC  06/11/2009 ¥ Provisioned
[ membership in Role Tloga JTAC  06/11/2009 v Provisioned
I membarship in Rote Tioga JTAC  06/11/2009 V¥ orovishoned
B3 membership in Role Tloga JTAC  06/11/2009 v Provisioned

Figure 15 - Roles Tab

From the right side menu, click Role Assignments then click on the User icon.

Role Assignments

* - indicates required.

(28] S
Role User

Select User:

~dd, modify or revoke role assignments based on a role, user, group or container.

How do you want to view assignments?

&

Group

Container

»

Figure 16 - View Assignments lcons

Click the magnifier icon to search for your user. Enter the user’s first name and click search.
Click on the users name for the list. All the roles currently assigned to the user will be

displayed.

Confidential Page 14

04/08/2010



o JNET Automated Registration &
n pennsylvanla User Provisioning System

JUSTICE NETWORK JTAC User Guide

7 Role Assignments a8 | dgeh v Page - Safety - Tools - @j

How da you want to view assignments?

m & & w

Role User Group Container
Select User: |chad saturday =

Status of User Assignments
Selected User: chad saturday

Filterby:  Asignment:| | Source: [¥] Direct [7] Indirect Res

Maximum rows per page [ 25

Assignment Source Effective Date Expiration Date Status
x 5 PennDOT Vehicle Certification BDirect Assignment 01/22/2010 v Provisioned
x ES]EIP’:WDOT History and Photos BB Direct Assignment 01/22/2010 v Provisioned
x [ Juvenile Watchlist Eligible Agency B Direct Assignment 01/22/2010 ¥ Provisioned
EH DPW Recipient Add Eligibl . . -
x ecipen ress Higible B#Direct Assignment 01/2272010 ¥ Provisioned
Agency
x [ JTs Eligible Agency BB Direct Assignment 01/22/2010 v Provisioned
" [ DPW Recipient Address Inquiry ~ B#Direct Assignment 01/25/2010 ¥ Pravisioned
x 5 None BDirect Assignment 03/05/2010 ¥ Provisioned
MNew Assignment

Figure 17 - View User's Roles

This user has been downgraded to None. To remove the role, click the red x located at the
beginning of the row. Since this removal is permanent, you will be presented with a
confirmation alert.

Messape from webpage

? | Mone - You have requested permanant removal of this role assignment. The assignment will be removed after the role removal grace period set by the
\-‘f(/ adrministrator. Remaval cannot be undone, Click OK ko continue with Remorval,

[ o |l Cancel ]

Figure 18 - Removal Confirmation

To confirm, click OK; otherwise click Cancel. When you click OK, a script will run to remove
the role. Click OK to run the script.

Explorer User Prompt

X
Script Prampt:

|nitial Request Description: ™

Cancel

Figure 19 - Role Assignment Removal Script

Now that you have removed the role of ‘None’, you must assign another security clearance
role to give the user access. Click the New Assignment button located below the list of roles.
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I Role Assignments

G- 8

S mmm v Page - Safety - Toolks - -d

pennsylvania

JUSTICE NETWORK

Welcome county jtac

Identity Self-Service Requests & Approvals Roles

»

My Rol
i Role Assignments

My Roles
s e —ere Add, modify or revoke role assignments based on a role, user, group or container.

Role Assignments * - indicates required.

View Reguest Status

Rale M: t
e Request to remove [chad saturday] from [None] was successfully submittad.
Browse Role Catalog

Manage Roles
How do you want ta view assignments?

m & & v

Role User Group Container

Select User: |chad saturday BIfHE

Manage Role Relationships

Status of User Assignments
Selected User: chad saturday

Assignment Source

x [EH PennDOT Vehicle Certification B+Direct Assignment

x [EH PennDOT History and Photos Bo-Direct Assignment
Users

x FH Juvenile Watchlist Eligible Agency PDirect Assignment

"y . s

% 5 DPW Recipient Address Eligible BDirect Assignment
Agency

x [EF JTS Eligible Agency BEDirect Assignment

x

5 DPW Recipient Address Inquiry ~ BDirect Assignment

New Assignment

Filter by:

Logout

Assignment:

Effective Date
01/22/2010

01/22/2010
01/22/2010
01/22/2010

01/22/2010
01/25/2010

User Provisioning System

Help

Source: Direct Indirect

Expiration Date Status

Maximum rows per page | 25

¥'Provisioned
V'Provisioned
¥'Provisioned
V'Provisioned

¥ Provisioned
VProvisioned

Figure 20 - User Assignments

A new form will appear directly below it. Enter the reason for the request. To assign the
role click the magnifier icon located next to the Select Role(s) field. A search window will

appear.

** Role Assignments

-8

7 g v Page - Safety - Tools - -d

- L ELL A Ig e
Users

x B Juvenile Watchlist Eligible Agency B#Direct Assignment

v s .

% [ DPW Recipient Address Eligible BDirect Assignment
Agency

] B JTS Eligible Agency BP-Direct Assignment

3 [ DPW Recipient Address Inquiry ~ B#Direct Assignment

New Assignment

New Assignment Details

Add an assignment to: chad saturday

Initial Request Description:™ |User reinstatement 3/05/2010

Select Role(s):*

B

Effective Date: iz

If no date is entered, effective date is immediate

Expiration Date: @ No Expiration
O specify Expiration

Uit LLr vt
01/22/2010
01/22/2010

01/22/2010
01/25/2010

* Fiuvisuneg
¥ Provisioned
¥ Provisioned

¥ Provisioned
¥ Provisioned

Figure 21 - Role Assignment Form
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Enter the role you are assigning. Description is the default search criteria when searching by
role; however you can also search by the Name (of the role). The search options allow for
multiple wildcards (*) to help you find roles more easily.

Note: the search fields for Roles ARE case sensitive. For reference, it may be
: helpful to print out a role report so the exact naming can be easily identified.

Enter the first few letter of the role and use the wildcard (*) simplify the search. Check the
Criminal Justice Application Access role and click Select. The role Criminal Justice User is

added to the form.

Mew Assignment Details

Add an assignment to: chad saturday

Initial Request Descripton:® |User reinstatement 3/05/2010

Select Role(s):®

%

Search object list: (Example: &%, Lar®, *r)

Effective Date: Description | % | Crim* A, zearch
Maximum rows per page | 10
Name

Description
Criminal History Users

Expiration Date: [] Criminal History User

Fl Criminal Justice Application Access Criminal Justice User

submit | [ Cancel

Figure 22 - Search for Role(s)

User the calendar option to enter the date effective (or type it in directly) and click Submit.
The role Criminal Justice User is added to the user’s profile.

Confidential Page 17 04/08/2010



JNET Automated Registration &

‘W pennsylvania User Provisioning System

JUSTICE NETWORK JTAC User Guide

*I* Role Assignments 8- B8 | @ v Page~ Safety v Tooks+ d

‘r pennsylvania User Provisioning System

JUSTICE NETWORK

Welcome county jtac

Identity Self-Service Requests & Approvals Roles Logout Help
My Role S
v e Role Assignments
Rl S Add, modify or revoke role assignments based on a role, user, group or container.

Role Assignments * - indicates required.

View Request Status

»

Role M t
RS E Request to add [chad saturday] assignments) was successfully submitted.

How do you want to view assignments?
Role User Group Container

Selact User: |chad saturday BRIEE

Status of User Assignments
Selected User: chad saturday

Filter by:  Assignment: Source: [v] Direct Indirect E
Maximum rows per page | 25
Assignment Source Effective Date Expiration Date Status
x 5 PennDOT Vehicle Certification B-Direct Assignment 01/22/2010 ¥ Provisioned
[EH PennDOT Hist d Phots
® UW:”" istory and Fhotos BbDirect Assignment 01/22/2010 W Provisioned
x 5 Juvenile Watchlist Eligible Agency B#-Direct Assignment 01/22/2010 ¥ Provisioned
y . L
- B5 DPW Recipient Address Eligible . . 3 peaisioned
]' Agency
x TS ettt mgeT DT T ASS TgTTTETT oT T ¥PTOvisioned
x 5 DPW Recipient Address Inquiry ~ B#-Diract Assignment 01/25/2010 ¥ Provisioned
x EH Criminal Justice User B+Direct Assignment 03/05/2010 v Provisioned
New Assignment

Figure 23 - User Role Assignments

4.2 Re-certification CH Role

All CH users must recertify every two years to retain access to JNET CLEAN. Once users
complete the Criminal History Recertification exam in the LMS, they apply for recertification
using the JNET User Provisioning System.

To apply your user will click on the Re-Certification CH Role and enter their CLEAN
certification date and comments. The CLEAN certification date will be the date they passed
the Re-certificate exam in the LMS.
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= Resource Request fiov B L #=h v Page - Safety - Took - @~
pennsyﬁvama User Provisioning System
‘Welcome Monika Ross JUSTICE NETWORK
|dentity Self-Senice Requests & Approvals Roles Logout  Help
My Work £

Request Resource

Step 3 of 3: Confirm and complete resource request.
* - indicates required.
Resource: Re-Certification CH Role
Recipient: Monika Ross
Type of Request: Agency
Description: Re-Certification of Criminal History Role

Form Detail

Role Description: |

|
Clean Certification Date: “l | E
|

Clean Cert Expires:

User Comments: | |

Figure 24 — User Re-certification Request

Once they submit the request, you will be notified of the request through email. Click on the
embedded link to access the JNET User Provisioning System and view the user’s
information.

From: ra-jnethelpdesk@state.pa.us [mailto:ra-jnethelpdesk@state.pa.us]
Sent: Monday, March 01, 2010 3:44 PM

To: Farvis, Kenneth

Subject: New JNET Role Request

A new JNET provisioning request has been submitted that requires vour approval.
Request name: 2010-03-01 15:44:20 - CH Re Ceriification

Submitted by: Monika Ross

Recipient: Monilka Ross

Please click here to log into the JNET User Provisioning System to review the details of this request.

If you have any questions. please contact the JNET Help Desk at ra-jnethelpdesk@state paus or 1-877-327-2465.

Please do not reply to this email as it is generated from an un-monitored account

Figure 25 - Re-certification Notification

Follow the same steps in Section 3 to review and approve/deny the request.

5 JNET Help Desk

Should you need further assistance, please contact the JNET Help Desk toll free at (877)
327-2465, locally at (717) 783-5164 or by e-mail at: ra-jnethelpdesk@state.pa.us. The
Help Desk is available Monday - Friday from 7:00 AM - 4:00 PM, excluding Commonwealth
holidays.
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